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 A B S T R A C T

Cryptographic protocols form the backbone of secure communication in various environments, including the 
Internet of Things (IoT) and non-IoT settings. One of the most popular and widely used cryptographic protocols 
is Transport Layer Security (TLS). However, TLS implementations remain vulnerable to implementation flaws, 
such as the Heartbleed bug, which affected a significant proportion of deployed TLS 1.2 servers. Many detection 
approaches rely on network traffic inspection, which is ineffective in encrypted environments. In this paper, we 
present a non-intrusive detection framework that collects hardware performance counter (HPC) side-channel 
data from a TLS server process without modifying the application or requiring access to network packets. To 
the best of our knowledge, no prior work has combined HPC data with a deep neural network (DNN) in a zero-
modification testbed for TLS attack detection. The training dataset was collected in a simplified single-machine 
setup, while evaluation was conducted on physically separated machines to simulate real-world deployment. 
Recall ranges from 0.590 to 0.753, and Specificity from 0.698 to 0.850 across six evaluation configurations, 
confirming the feasibility of detection while identifying generalization as the key challenge for future work. 
To validate the choice of DNN architecture, it was additionally compared against classical machine learning 
baselines such as Logistic Regression, Random Forest, and Extreme Gradient Boosting (XGBoost), achieving 
the highest combined Recall and Specificity in all six configurations.
1. Introduction

Cryptographic protocols aim to provide a secure communication 
channel between peers. One of the most popular and widely used cryp-
tographic protocols is Transport Layer Security (TLS) (IETF, 2025c), 
currently in version 1.3. The TLS protocol is a successor to the Secure 
Sockets Layer (SSL) specification developed by Netscape Communi-
cations. Despite its role in protecting others, the TLS protocol is an 
active target of attacks. TLS itself is just a specification, meaning 
there are many general-purpose implementations, such as OpenSSL 
(OpenSSL, 2025) and BoringSSL (BoringSSL, 2025), as well as dedicated 
implementations for embedded systems and Internet of Things (IoT) 
products, including WolfSSL (WolfSSL, 2025). Each implementation 
and the specification itself are vulnerable to design and programming 
errors. Throughout the years, numerous confirmed attacks and vulnera-
bilities have been discovered in the TLS protocol, including Heartbleed, 
BEAST, CRIME, BREACH, DROWN, SLOTH, ROBOT, and Lucky 13 
(Ivanov et al., 2018). Some attacks rely on the exploitation of side-
channel information (Lucky 13 (Al Fardan and Paterson, 2013)), while 
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other attacks were caused by bugs in the software implementation 
(unauthorized memory access in Heartbleed (Heartbleed, 2025)).

One of the best strategies to mitigate an attack is to use the latest 
version of the software. However, despite widespread adoption of 
the latest TLS version, many platforms still support older versions. 
According to SSL Labs (SSL Labs, 2025) (Monthly Scan: June 02, 
2025), TLS support of the surveyed sites is as follows: 75.3% support 
TLS v1.3, 100% support TLS v1.2, 25.2% support TLS v1.1, 23.5% 
support v1.0, 1% support SSL v3.0, and 0.1% support SSL v2.0. From 
an IoT perspective, adopting the latest TLS version appears somewhat 
concerning. Support for TLS v1.3 in selected IoT devices across ten 
categories (Router, Printer, Camera, DVR, NVR, VoIP, NAS, Modem, 
TV, Thermostat) varies around 10% (in fact, most are less than 10%) 
(Siwakoti and Rawat, 2023).

Due to widespread support for older TLS versions and numerous 
attack vectors, this paper proposes a non-intrusive detection framework 
to detect the Heartbleed attack. We consider the Heartbleed attack a 
good starting point for this relatively narrow and unexplored research 
area: detecting TLS attacks using hardware performance counter (HPC) 
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side-channel information and a deep neural network (DNN). This choice 
is driven by the attack’s significant impact, simplicity, and reproducibil-
ity. To the best of our knowledge, no prior work has combined HPCs 
with a DNN in a non-intrusive, zero-modification testbed specifically 
designed for TLS attack detection. The work most similar to ours 
(Torres and Liu, 2016) employs HPC data with Support Vector Ma-
chine (SVM) classifiers and requires instrumenting the OpenSSL library 
with perf_events API calls. Our framework avoids any server-side 
modification, instead using the standard Linux perf tool to monitor 
the server process externally. This constitutes the research gap the 
present work addresses. The main novel contributions of this work are 
as follows:

• The proposed framework does not require external sensors, kernel 
modifications, or changes to the running application.

• The introduced solution captures side-channel information, such 
as HPCs, and converts it into features that are used to feed the 
DNN model.

• We systematically evaluated various DNN models to assess the 
feasibility of an HPC-based attack-detection method for the Heart-
bleed vulnerability.

The rest of this article is structured as follows. In Section 2, we 
explain crucial terms and definitions related to the article, including 
TLS, side-channel information, HPCs, the Heartbleed attack, and DNNs. 
Then, Section 3 presents related work. Sections 4, 5, and 6 present the 
proposed framework, the experimental methodology, and the results. 
Finally, Section 7 concludes our work.

2. Background

In this section, we provide the background information necessary 
to understand the proposed framework. We briefly explain the TLS 
cryptographic protocol, side-channel information, HPCs, the Heartbleed 
attack, and DNN.

2.1. Transport Layer Security

Transport Layer Security (IETF, 2025c) is a cryptographic protocol 
designed to provide secure communication over an insecure channel. 
The established secure channel should provide three important fea-
tures: authentication, confidentiality, and integrity. Authentication is a 
process in which a peer demonstrates its identity. Confidentiality means 
that data sent over the channel is visible only to the intended recipients 
or peers. Integrity ensures that data sent over the channel cannot be 
modified by an adversary without detection. To achieve these features, 
TLS uses cryptographic primitives such as hash functions, symmetric-
key cryptography, asymmetric-key cryptography, digital signatures, 
message authentication codes (MACs), and key derivation functions. 
The latest version of TLS is 1.3, released in August 2018, and is a 
successor to version 1.2, released in August 2008. The latest version 
introduced improvements across various aspects of the protocol, includ-
ing reduced network latency, forward security, reduced information 
transmitted in the clear, and the refresh of cryptographic primitives 
(Ristić, 2022).

TLS is based on the handshake protocol. The handshake protocol 
aims to agree upon and exchange cryptographic parameters, validate 
the server’s identity (optionally, the client’s identity as well), and 
ensure that the handshake itself has not been modified by an ad-
versary. Fig.  1 presents the simplified TLS handshake protocol. The 
handshake consists of three phases: Key Exchange, Server Params, and 
Auth. The Key Exchange phase establishes shared keying material and 
selects cryptographic parameters (communication after this phase is 
encrypted). The Server Params phase establishes additional handshake 
parameters (e.g., whether the client is authenticated). The Auth phase 
authenticates the server and provides key confirmation and handshake 
integrity.
2 
Fig. 1. TLS 1.3 handshake phases (RFC 8446 (IETF, 2025c)). Note: The 
Heartbleed vulnerability affects only TLS 1.2 and earlier implementations. The 
heartbeat extension (RFC 6520 (IETF, 2025b)) was not carried forward into 
TLS 1.3. TLS 1.3 is shown here as the current protocol standard.

First, the Client sends the ClientHello message, which includes a 
set of Diffie–Hellman key shares, cipher suites, and other necessary 
handshake details (omitted for clarity). The server responds with the 
ServerHello message, which includes fields for all three handshake 
phases: the selected key share, the EncryptedExtensions, and the Cer-
tificate, CertificateVerify, and Finished fields. Finally, as the last step of 
the Auth phase, the Client sends the Finished message to complete the 
handshake. Once all three phases are successful, the client and server 
can exchange messages over a protected channel.

The continued universal deployment of TLS 1.2 (as mentioned in 
Section 1) means that potentially Heartbleed-vulnerable configurations 
remain in production, motivating active detection research.

2.2. Side-channel information

The term side-channel refers to an observable source of information 
arising from the execution of computing tasks in electronic devices. 
When running a program, the machine consumes time, power, radiates 
an electromagnetic field, produces noise, etc. (Tsalis et al., 2019). 
Observation and detailed analysis of this data source can reveal valu-
able system properties to an adversary that can eventually be used to 
prepare an attack. This type of threat is called a side-channel attack. 
However, side-channel information can also be used to detect attacks or 
anomalies (Zhang et al., 2020). Another source of side-channel informa-
tion could be collected using HPCs (Uhsadel et al., 2008; Bhattacharya 
and Mukhopadhyay, 2015; Park et al., 2019), which are described in 
2.3. In this work, HPC data serve as the side-channel observable used 
to distinguish Heartbleed attack traffic from benign TLS sessions.

2.3. Hardware performance counters

Hardware performance counters are special registers built into pro-
cessors that store various hardware- and software-related events (Mal-
one et al., 2011), such as cache misses, branch misses, CPU cycles, 
context switches, and more. HPCs can be applied in various areas, 
including debugging, dynamic software profiling, CPU power modeling, 
vulnerability research, and malware defense (Das et al., 2019). To 
obtain HPC data, the perf_events (man7.org, 2025), or PAPI (Mucci 
et al., 1999) tools can be used. These properties make HPC a promising 
non-intrusive data source for detecting the memory-access anomalies 
characteristic of TLS attacks, such as the Heartbleed attack.
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Fig. 2. The Heartbeat request and response scenario (IETF, 2025b).
2.4. Heartbleed

Heartbleed (Heartbleed, 2025) (official reference: CVE-2014-0160) 
is a vulnerability in the OpenSSL library that allows a malicious client 
to read the memory of the system where the vulnerable TLS server 
runs. This type of vulnerability is called a buffer over-read (Wang 
et al., 2015) and occurs when a program reads adjacent memory 
beyond the buffer boundary. The vulnerability itself is not related to 
the architecture of the TLS protocol; this is solely an implementation 
problem, that is, a programming mistake. The vulnerability exploits 
the heartbeat feature implemented in OpenSSL via the TLS Heartbeat 
Extension (IETF, 2025b).

The Heartbeat request and response scenario is shown in Fig.  2. The 
request and response consist of four parts: type, length, payload, and 
padding. The server responds to the client’s request by sending back 
the same payload of the given length. However, the Heartbleed attack 
exploits the fact that the server trusts the client length part and does 
not validate it against the payload size. The attacker sends a malicious 
request specifying a length part larger than the number of bytes in 
the payload part, which eventually causes the TLS server to perform 
an unauthorized memory access. Because the length part is two bytes, 
the server responds with up to ∼64 KB of memory to the adversary. 
OpenSSL 1.0.1 through 1.0.1f (inclusive) are vulnerable. The unusual 
pattern of memory-read operation caused by Heartbleed is expected to 
produce a distinctive HPC signature, which is the basis for the detection 
approach proposed in this work.

2.5. Deep neural networks

In recent years, neural networks (and artificial intelligence in gen-
eral) have gained significant public attention, exemplified recently by 
large language models. However, they have myriad other applications, 
such as speech recognition, image processing, pattern recognition, and 
classification. An artificial neural network is a collection of intercon-
nected processing elements (called neurons) inspired by the human 
brain in analyzing and processing data (Dastres and Soori, 2021). The 
neurons are organized into layers, as illustrated in Fig.  3. The example 
presented consists of an input layer, two hidden layers, and an output 
layer. An artificial neural network is called a deep neural network when 
it has more than one hidden layer.

The input signals are processed through weighted connections. Each 
neuron computes an activation function based on the provided inputs. 
Thanks to the activation function, the neural network can achieve non-
linearity, which is crucial for capturing complex patterns. The weights 
are adjusted during training; therefore, selecting the appropriate train-
ing dataset and environment is crucial for optimal results. In this work, 
various DNN architectures are trained and evaluated to learn the HPC 
signature distinguishing Heartbleed attack from benign TLS traffic.

3. Related work

Attack detection using HPCs is an active area of research  (Li and 
Gaudiot, 2019; Singh et al., 2017; Sayadi et al., 2024; Li and Gaudiot, 
2022; Foreman, 2018; Prada et al., 2019; Carnà et al., 2023; Bazm et al., 
3 
Fig. 3. The artificial neural network.

Table 1
Performance comparison of rule-based approach and machine learning classi-
fiers (Amodei et al., 2023).
 Method Acc. Prec. Sen. Spec. F1-Score AUC  
 DT 1.000 1.000 1.000 1.000 1.000 1.000 
 GNB 0.950 1.000 0.890 1.000 0.940 0.990 
 K-NN 0.900 0.890 0.890 0.910 0.890 0.970 
 MLP 0.900 0.890 0.890 0.910 0.890 0.970 
 RF 1.000 1.000 1.000 1.000 1.000 1.000 
 RBA 0.982 0.999 0.964 0.999 0.981 0.982 

2018; Kosasih et al., 2024; Putrevu et al., 2023; Demme et al., 2013; 
Chiappetta et al., 2016; Zhang et al., 2016). When it comes to detecting 
a specific attack in a cryptographic protocol, such as Heartbleed, using 
artificial intelligence, this is somewhat of a niche topic. However, prior 
work has proposed various detection techniques for identifying the 
Heartbleed attack.

In Amodei et al. (2023), the authors consider IoT and resource-
constrained systems and propose a rule-based solution to detect
Heartbleed-like attacks. The authors propose three rules, RL1, RL2, 
and RL3, based on measurements of network traffic features (obtained 
from a custom testbed), including the maximum, average, and stan-
dard deviation of packet lengths. The feature data are collected using 
open-source traffic monitoring software CICFlowMeter. They defined 
threshold values for each rule, and if all rules are true, then a possible 
Heartbleed attack is identified. The results obtained from the rule-based 
approach (RBA) were also compared with machine learning classifiers, 
including Decision Tree (DT), Gaussian Naive Bayes (GNB), K-Nearest 
Neighbor (K-NN), Multi-Layer Perceptron (MLP), and Random Forest 
(RF). The comparison is presented in Table  1. It shows that even 
lightweight classifiers achieve near-perfect accuracy on network-traffic 
features, motivating the question of whether comparable performance 
is achievable with HPC side-channel features alone.

Another work on Heartbleed attack detection is (Hossain et al., 
2020), which used the CICIDS2017 dataset. This dataset comprises 
various attacks, including cross-site scripting, SQL injection, denial-
of-service, and Heartbleed. In the experiment, the dataset was split 
into 80% for training and 20% for testing, which is considered a good 
starting point. The experiment used a Long Short-Term Memory (LSTM) 
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Table 2
The hardware performance events considered in Torres and Liu (2016).
 Event Name Description  
 RET Near return instructions retired  
 MISP_BR Mispredicted branch instructions  
 LOAD Load instructions retired  
 MISP_BR_C Mispredicted conditional branches  
 STORE Store instructions retired  
 MISS_ITLB I-TLB misses  
 STLB_HIT Shared TLB hits after i-TLB misses  
 MISS_DTLB DTLB-misses  
 CALL_ID Indirect near call instructions retired 
 MISS_ICACHE I-Cache misses  
 CALL_D Direct near call instructions retired  
 MISS_LLC Last Level Cache misses  

network for multiclass classification. To achieve the best classification 
results, the authors focused on fine-tuning various LSTM hyperparame-
ters, including optimizers, loss functions, learning rates, and activation 
functions. The results for the Heartbleed attack were impressive: Pre-
cision, F1 score, and Recall were equal to 1.00. However, the chosen 
dataset lacks extensive evaluation data for the Heartbleed attack, as it 
contains only 11 records related to the attack among 692,703 records.

The next research (Torres and Liu, 2016) is closest to our solu-
tion because the authors also used HPCs to detect the Heartbleed at-
tack. They evaluated four classification methods in the detection mod-
ule: single-event/single-threshold, multiple-events/multiple-thresholds, 
multi-class SVM, and one-class SVM. The first method classifies indi-
vidual samples as good or bad based on a threshold corresponding 
to each hardware event. The second method is similar to the first, 
except that the final decision is based on the total number of events 
that suggest the same decision. The third method trains and tests an 
SVM model on a dataset containing both good and bad samples. The 
fourth method is the same as the third, except that the training set 
consists of only good samples. The experiment setup consists of the 
server application, which is included within the OpenSSL toolkit. The 
OpenSSL library was modified to use the perf_events calls to obtain 
HPCs at runtime. The HPCs considered in the study are shown in Table 
2. The performance of the first and second methods was assessed using 
the Receiver Operating Characteristic (ROC) and Area Under the Curve 
(AUC) for individual hardware events, with leaked gaps ranging from 
1KB to 64KB. The AUC value for the RET, LOAD, STORE, and MISS_LLC 
events exceeded 0.98 at a 4KB gap. The third method (based on the 
two-class SVM model) achieved a detection accuracy of 92.8% and 
a false-negative rate of 0.99%. However, the fourth method achieved 
only 70.88% detection accuracy in the same scenario.

In Berbecaru and Giannuzzi (2024), the authors used the Autoen-
coder neural network model to detect variants of the Heartbleed attack. 
For that purpose, the CICIDS2017 dataset and a custom one were used. 
The custom testbed created for the testing model consists of 3 Ubuntu 
client VMs and 1 Ubuntu server VM. The server ran a Docker container 
with a vulnerable OpenSSL library and an Apache server. The client 
VMs generated benign traffic by running a script that gets the page from 
the Apache server. The Heartbleed traffic was generated by using a 
Kali Linux machine and Metasploit. Feature selection (starting with 84 
features from the CICIDS2017 dataset) was performed using a Random 
Forest classifier. Finally, 20 features were selected, including flow du-
ration in microseconds, maximum backward packet size, and standard 
backward packet size, among others. The performance of the proposed 
model was evaluated in two ways: first, using the CICIDS2017 dataset 
alone, and second, combining it with custom Heartbleed datasets. We 
focus on the latter, as it has more attack samples and is therefore 
more reliable. The training phase included only benign traffic from the 
CICIDS2017 dataset. Then, it was tested with the custom Heartbleed 
dataset. The model achieved 88% of balanced accuracy.

Despite similarities to the related works described above, none of 
the prior works combine all of the following properties: (a) HPC-based 
4 
detection without modifying the monitored server; (b) a DNN clas-
sifier replacing threshold/SVM detection; and (c) a systematic multi-
architecture evaluation across various deployment configurations dif-
fering in complexity/difficulty level. The summary of the related works 
is presented in Table  3. This design choice is empirically validated 
against classical machine learning baselines in Section 6.7. 

4. Design of a non-intrusive detection framework

This section briefly describes the adversary model (Section 4.1) 
related to the given problem and presents how each contribution stated 
in Section 1 is realized in practice: non-intrusive HPC collection without 
server modification (Sections 4.2–4.4.1), correlation-based dataset la-
beling (Section 4.4.2), and the systematic DNN training and evaluation 
framework (Section 4.4.3).

4.1. Adversary model

To exploit the Heartbleed vulnerability, no special requirements are 
needed. The only prerequisite for a successful attack is the ability to 
communicate with the vulnerable server. From the adversary’s point of 
view, only minor request modifications are needed (as shown in Sec-
tion 2.4), which is extremely easy from the programming perspective. 
The adversary can also send multiple requests to retrieve chunks of 
memory from the server. The leaked memory may contain sensitive 
data such as passwords, private keys, and personal information. The 
attack surface comprises numerous web, mail, database, and XMPP 
servers, among others (Durumeric et al., 2014). The adversary model 
assumes the attacker is unaware of HPC monitoring. An adaptive ad-
versary aware of the detection mechanism could attempt to reduce the 
HPC footprint by rate-limiting Heartbleed requests or interleaving them 
with benign traffic. This scenario is partially represented by the Curl-
obfuscated configurations (see Section 5.1, configurations 1 and 4). 
Full adversarial robustness analysis, including deliberate HPC pattern 
manipulation, is left for future work.

4.2. Chosen hardware performance metrics

To detect Heartbleed attacks, we propose using multiple DNN ar-
chitectures trained on specific datasets (see Section 5.1). The training 
dataset comprises HPCs collected using our custom implementation, 
which is described in detail later in this section. We used two sets of 
metrics, referred to as MS1 and MS2.

The MS1 metrics set was chosen to be versatile and to capture a 
broad range of activities (i.e., HPCs not focused on a single aspect 
of a running program, such as cache-related). The rationale behind 
MS1 was to provide a holistic view of system execution, allowing 
the deep learning model to learn relevant attack patterns. The MS2 
metrics set was chosen to focus specifically on cache and memory 
access behavior and anomalies. Because the Heartbleed attack relies on 
unusual memory access behavior and previous research (Torres and Liu, 
2016) utilized cache-related performance counters, we decided that 
composing the MS2 metrics set to be purely cache-related would be a 
reasonable choice for detecting the Heartbleed attack. Table  4 presents 
which HPCs constitute the MS1 and MS2 metrics set.

4.3. Architecture

The high-level architecture of the proposed solution is illustrated in 
Fig.  4(a). There are three separate modules, namely the Collector (Fig. 
4(b)), the Transformer (Fig.  4(c)), and the DNN-Factory (Fig.  4(d)). 
Each module was used in both the training and the evaluation phases.

The Collector executes an attack scenario in a controlled environ-
ment and collects logs from both the attacker and the victim, following 
a standard client–server approach. The client can send both benign and 
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Table 3
The summary of the related works.
 Work Data source Detection model Server modification 

required?
 

 Amodei et al. (2023) Network traffic 
(CICFlowMeter)

Rule-based + ML 
classifiers

No  

 Hossain et al. (2020) Network traffic 
(CICFlowMeter)

LSTM No  

 Torres and Liu (2016) HPC Threshold/SVM Yes  
 Berbecaru and Giannuzzi (2024) Network traffic 

(CICFlowMeter)
Autoencoder No  

 This work HPC DNN No  
Table 4
The MS1 and MS2 metrics set.
 Metric name Description MS1 MS2 
 cycles Total cycles X  
 instructions Retired instructions by the CPU X  
 branches Retired branch instructions X  
 branch-misses Mispredicted branch instructions X  
 cache-misses Last level cache misses X X  
 cache-references Cache accesses made by the CPU X X  
 L1-dcache-load-misses Data cache load misses in the L1 data cache X X  
 dTLB-load-misses Data Translation Lookaside Buffer load misses X  
 context-switches Context switches X  
 major-faults Major page faults X  
 minor-faults Minor page faults X  
 cpu-clock Reports the CPU clock, a high-resolution per-CPU 

timer
X  

 task-clock Clock count specific to the running task. X  
 L1-dcache-loads Measures Level 1 Data Cache loads X  
 L1-dcache-stores L1 data cache writes X  
 L1-icache-load-misses Instruction fetches that missed the Level 1 

Instruction Cache
X  

 LLC-loads Load accesses to the Last Level Cache X  
 LLC-load-misses Load misses in the Last Level Cache X  
malicious traffic. The server starts under the control of the HPCs col-
lector (either for the MS1 or the MS2 sets of metrics); hence, counters 
are collected for the vulnerable server.

The Transformer converts the raw data generated by the Collector 
into input suitable for the DNN-Factory module, producing a dataset for 
training or evaluating a DNN model. First, the data.raw file is trans-
formed to the data.transformed file. Second, the data.trans-
formed file is correlated with the heartbleed.log file and the 
final data.correlated file is produced. The data.correlated
is designed to be ingested directly by the DNN-Factory.

The DNN-Factory is the last module of the high-level architecture. 
Given the input data (datasets) from the Transformer module, the 
primary objective is to train various DNN models and ultimately assess 
them on the provided evaluation datasets.

4.4. Implementation

In this section, we discuss the implementation details of the archi-
tecture. We present the implementation of the Collector, the Trans-
former, and the DNN-factory.

4.4.1. Collector
There are three crucial components in the Collector’s implementa-

tion details: the malicious client, the vulnerable server, and the tool 
used to collect HPCs. The malicious client was implemented by adding 
a single commit to the OpenSSL 1.0.1h fork (the idea was taken from 
Ristić, 2022). Alongside the OpenSSL-based malicious client, there 
is one more custom malicious client written in Python. Contrary to 
the OpenSSL-based client, the Python implementation performs the 
Heartbleed attack right after exchanging hello phase messages: client 
5 
hello and server hello (IETF, 2025a) (both clients write logs to the
heartbleed.log file). On the other hand, the vulnerable server 
is simply OpenSSL in version 1.0.1f. For the OpenSSL client, the 
openssl s_client command was used, while for the OpenSSL 
server, the openssl s_server command was used.

To collect HPCs, we decided to use Perf, the performance analysis 
tools for Linux (man7.org, 2025). Perf allows obtaining HPC metrics us-
ing a simple command-line interface. The server process was launched 
under perf stat control, specifying the selected metric set via the -
e flag (either the MS1 or MS2 event list), a fixed sampling interval 
via the -I flag, and directing output to the data.raw file via -o
flag. The interval value, CPU model, and full event strings used in the 
experiments are documented in Section 5.

4.4.2. Transformer
The Transformer module consists of two Python scripts:

transform.py and correlate.py. The former transforms the
data.raw file to the data.transformed file, whereas the latter 
creates the data.correlated file by correlating the
heartbleed.log with data.transformed. To understand the 
correlation process, the files data.raw, data.correlated and
heartbleed.log are presented below (data.transformed is es-
sentially the same as data.correlated but without the last column,
is_attack):

data.raw file:
time         counts   events
10.000615373 864680   cache-references
10.000615373 435265   cache-misses
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(a) High-level architecture of the training testbed.

  
(b) Internal components of the Collector.

 

 
(c) Internal components of the Transformer.

  
(d) Internal components of the DNN-Factory.

 

Fig. 4. The high-level architecture of the training testbed and the internals of each component.
data.correlated file:
time|cache-references|...|LLC-load-misses|is_attack
2025-05-22 06:53:27.000615|864680|...|16150|0
2025-05-22 06:53:37.001358|259982|...|6002|1
heartbleed.log file:
2025-05-21 14:41:01.133|sendHeartbleedOpenSSL
2025-05-21 14:41:05.332|sendRandomDataOpenSSL
2025-05-21 14:41:09.587|sendQuitOpenSSL

4.4.3. DNN-factory
The DNN-Factory module implements two functionalities: deep 

neural network training and evaluation. Implementation was done in 
Python v3.12.3, including libraries such as Keras v3.8.0, Pandas v2.2.3, 
scikit-learn v1.6.1, and TensorFlow v2.18.0. During the training phase, 
the selected metric (e.g., binary accuracy) is monitored, and the best 
checkpoint is saved when the metric improves over consecutive epochs. 
The training dataset was split into an 80:20 train/validation partition 
(see Section 5 for full dataset statistics). Training proceeded for a fixed 
50 epochs with a batch size of 64; early stopping was not applied 
because the checkpoint mechanism ensures that the best-performing 
epoch is retained. During inference, the saved checkpoint is loaded 
and applied independently to each sample in the evaluation dataset, 
producing a binary is_attack prediction for each sample. Results 
are stored in a log file and subsequently aggregated, producing final 
metrics reported in Section 6.

5. Experimental methodology

In this section, we describe the training and evaluation datasets 
and the DNN architectures assessed in our experiment. The experi-
ments were conducted on Intel Core i5-7300HQ, 16 GB RAM, running 
6 
Ubuntu 16.04 and 24.04. The perf stat sampling interval was 5s, 10 s, 
and 30 s during the training phase, and 10 s during the evaluation 
phase. The complete list of perf events for MS1 is: cycles, instructions, 
branches, branch-misses, cache-misses, cache-references, L1-dcache-
load-misses, dTLB-load-misses, context-switches, major-faults, minor-
faults, cpu-clock, task-clock, while for MS2: cache-references, cache-
misses, L1-dcache-loads, L1-dcache-load-misses, L1-dcache-stores, L1-
icache-load-misses, LLC-loads, LLC-load-misses (Table  4). HPC values 
are microarchitecture-dependent; hence, results on processors with 
different cache hierarchies or branch-predictor designs may vary.

5.1. Training and evaluation datasets

The training dataset setup was the same as presented in Fig.  4(b). 
Both clients (in the training scenario, two: one OpenSSL-based and 
one Python-based) and the server were configured to run on the same 
laptop using Ubuntu 24.04. Datasets for the MS1 and MS2 metric sets 
were collected separately.

However, the setup of the evaluation dataset was slightly different. 
First, there were two separate machines involved, one for the vulner-
able server and one for the malicious client. We used two physical 
machines connected via an Ethernet cable to simulate a real-world 
setup in which the client and server are typically not on the same ma-
chine. Second, we collected evaluation datasets for six configurations 
and assessed the DNN models. The six configurations are based on two 
factors: (a) server OS version (Ubuntu 16 vs. Ubuntu 24), testing robust-
ness across OS environments; and (b) traffic complexity (Nginx server 
combined with Curl obfuscation, Nginx only, or OpenSSL s_server
only), spanning from near-production conditions (Configuration 1 and 
4) to a controlled baseline identical to the training setup (Configuration 
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6). This design isolates the contribution of each environmental variable 
to the difficulty of detection. The summary of each configuration is 
presented below:

• Configuration 1:
– Client: Ubuntu 24, malicious OpenSSL and benign Curl 
clients

– Server: Ubuntu 16, Nginx server

• Configuration 2:
– Client: Ubuntu 24, malicious OpenSSL client
– Server: Ubuntu 16, Nginx server

• Configuration 3:
– Client: Ubuntu 24, malicious OpenSSL and Python clients
– Server: Ubuntu 16, OpenSSL server

• Configuration 4:
– Client: Ubuntu 24, malicious OpenSSL and benign Curl 
clients

– Server: Ubuntu 24, Nginx server

• Configuration 5:
– Client: Ubuntu 24, malicious OpenSSL client
– Server: Ubuntu 24, Nginx server

• Configuration 6:
– Client: Ubuntu 24, malicious OpenSSL and Python clients
– Server: Ubuntu 24, OpenSSL server

Configurations 3 and 6 aim to test Heartbleed attack detection using 
the same server setup as the training one, but on two machines, and 
also for older Ubuntu distributions (for Configuration 3). The other 
configurations introduce Nginx as a vulnerable server. According to the 
W3Techs report (W3Techs, 2025), ‘‘Nginx is used by 33.9% of all the 
websites whose web server we know’’. Given Nginx’s popularity, we 
decided to use it as a real-world test case to detect Heartbleed attacks. 
Curl clients are used to test the detection in an obscure environment: 
instead of the OpenSSL client sending both malicious and benign traffic, 
Curl clients send only benign requests to the server.

The divergence between the training environment (single machine, 
OpenSSL server, no obfuscating traffic) and the evaluation environment 
(two physical machines, Nginx server, Curl obfuscation) is a deliberate 
design choice to test generalization. Its impact on detection perfor-
mance is analyzed in Section 6.9. Table  5 presents the training and 
evaluation sample counts, including the attack and benign counts and 
the total number for each configuration.

5.2. Tested DNN architectures and baselines

To obtain DNN evaluation candidate models, we conducted an 
experiment on 15 different DNN architectures across each set of metrics 
and evaluation configurations. The training dataset was split into an 
80:20 ratio (20% for validation). During the training phase, various 
monitoring metrics were established to ensure that the best model 
checkpoint was saved. The monitored metrics with their definitions are 
presented in Table  6:

Different numbers of hidden layers and neurons were tested, while 
the number of epochs (50) and batch size (64) were fixed. Using 50 
epochs and a batch size of 64 provided the model with sufficient itera-
tions to learn meaningful patterns, offering a balance between training 
stability and computational efficiency. Moreover, in our experiment, 
different batch sizes and a larger number of epochs did not yield better 
results; hence, we fixed the epochs to 50 and the batch size to 64. 
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Table 5
Training and evaluation samples count.
 Metrics set Configuration Attacks count Benign count Total  
 MS1 6 (training) 65036 80282 145318 
 MS2 6 (training) 45482 57733 103215 
 MS1 1 (eval) 563 2055 2618  
 MS1 2 (eval) 711 2236 2947  
 MS1 3 (eval) 709 1256 1965  
 MS1 4 (eval) 498 1536 2034  
 MS1 5 (eval) 460 1503 1963  
 MS1 6 (eval) 776 1388 2164  
 MS2 1 (eval) 631 2116 2747  
 MS2 2 (eval) 443 1488 1931  
 MS2 3 (eval) 799 1328 2127  
 MS2 4 (eval) 708 2272 2980  
 MS2 5 (eval) 650 2276 2926  
 MS2 6 (eval) 686 1240 1926  

Table 6
Monitored metrics used to save the best model checkpoint in the training phase.
 Metric name Definition  
 Binary accuracy The number of correct predictions divided by the total 

number of predictions (Terven et al., 2025)
 

 Loss Loss functions measure the error between predicted and 
actual outputs.

 

 Precision Represents the ratio of true positives to all predicted 
positives (Powers, 2020)

 

 Recall Measures the proportion of true positive values out of all 
actual positives (Powers, 2020)

 

 AUC-ROC Area under the receiver operating characteristic curve 
(Terven et al., 2025). The Receiver Operating Characteristic 
(ROC) curve illustrates the relationship between the True 
Positive Rate (TPR) and the False Positive Rate (FPR) across 
a range of classification thresholds.

 

 F1-Score Statistical metric that combines Precision and Recall into a 
single value, providing an overall assessment of a 
classification model’s performance (Powers, 2020)

 

The following listing presents hidden layer arrangements we assessed 
(subsequent values represent the number of neurons in hidden layers, 
e.g., 128, 64, 32 means 3 hidden layers with 128 neurons in the first 
layer, 64 in the second, and 32 in the third):

• Three layers: 128, 64, 32; 64, 32, 16; 32, 16, 8; 16, 8, 4; 8, 4, 2
• Two layers: 128, 64; 64, 32; 32, 16; 16, 8; 8, 4
• One layer: 128; 64; 32; 16; 8

To validate the selection of the DNN architecture, three classical 
machine learning baselines were evaluated using the same training and 
evaluation datasets, the same 80:20 train/validation split, and the same 
six evaluation configurations: Logistic Regression, Random Forest, and 
XGBoost, all using default hyperparameters to establish a representative 
baseline.

5.3. Evaluation metrics

We decided not to use binary accuracy as an evaluation metric 
because the evaluation datasets were clearly imbalanced (as shown 
in Table  5). For example, the second row of the table yields 75.87% 
binary accuracy by classifying all samples as benign. While binary 
accuracy is misleading under class imbalance, Recall and Specificity 
remain interpretable as they are computed per class independently 
of overall class proportions. However, both metrics are sensitive to 
the classification threshold; the default threshold of 0.5 was used for 
consistency across all 15 architectures and 6 configurations. Threshold 
tuning to optimize the operational Recall–Specificity trade-off for a 
specific deployment is a noteworthy direction for future work.
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To choose the best candidates for further investigation, we propose 
the six criteria. Criteria 1–3 impose a minimum constraint of 0.5 on 
both Recall and Specificity before optimizing, ensuring that neither 
metric collapses to a trivial classifier. Criteria 4–6 relax this constraint, 
revealing the unconstrained performance ceiling (max Recall, max 
Specificity) and the global sum optimum. Together, the six criteria 
provide a full characterization of the Recall–Specificity trade-off space 
for each configuration. The summary of each criterion is as follows:

• Criterion 1:
(𝑅𝑒𝑐𝑎𝑙𝑙 > 0.5 ∧ 𝑆𝑝𝑒𝑐𝑖𝑓 𝑖𝑐𝑖𝑡𝑦 > 0.5) ∧ (𝑚𝑎𝑥(𝑅𝑒𝑐𝑎𝑙𝑙 + 𝑆𝑝𝑒𝑐𝑖𝑓 𝑖𝑐𝑖𝑡𝑦))

• Criterion 2:
(𝑅𝑒𝑐𝑎𝑙𝑙 > 0.5 ∧ 𝑆𝑝𝑒𝑐𝑖𝑓 𝑖𝑐𝑖𝑡𝑦 > 0.5) ∧ (𝑚𝑎𝑥(𝑅𝑒𝑐𝑎𝑙𝑙))

• Criterion 3:
(𝑅𝑒𝑐𝑎𝑙𝑙 > 0.5 ∧ 𝑆𝑝𝑒𝑐𝑖𝑓 𝑖𝑐𝑖𝑡𝑦 > 0.5) ∧ (𝑚𝑎𝑥(𝑆𝑝𝑒𝑐𝑖𝑓 𝑖𝑐𝑖𝑡𝑦))

• Criterion 4:
𝑚𝑎𝑥(𝑅𝑒𝑐𝑎𝑙𝑙 + 𝑆𝑝𝑒𝑐𝑖𝑓 𝑖𝑐𝑖𝑡𝑦)

• Criterion 5:
𝑚𝑎𝑥(𝑅𝑒𝑐𝑎𝑙𝑙)

• Criterion 6:
𝑚𝑎𝑥(𝑆𝑝𝑒𝑐𝑖𝑓 𝑖𝑐𝑖𝑡𝑦)

For comparability with the DNN results, the same Criterion 4 was used 
to select the reported result for each baseline model.

6. Evaluation results and discussion

Tables  7–12 present the results obtained according to the above cri-
teria. The first column refers to the configurations listed in Section 5.1. 
Then, Recall, Specificity, and their sum values are presented. The fifth 
column represents the DNN architecture, the sixth column lists the 
metrics, and the last column shows the monitoring metric used during 
training. For example, the first row of Table  7 can be interpreted as 
follows:

• For the Configuration 1 (i.e., evaluation data collected using 
Ubuntu 24 running a malicious OpenSSL and benign Curl clients, 
and Ubuntu 16 running a vulnerable Nginx server, see Sec-
tion 5.1),

• Considering the
𝑅𝑒𝑐𝑎𝑙𝑙 > 0.5 ∧ 𝑆𝑝𝑒𝑐𝑖𝑓 𝑖𝑐𝑖𝑡𝑦 > 0.5

and

𝑚𝑎𝑥(𝑅𝑒𝑐𝑎𝑙𝑙 + 𝑆𝑝𝑒𝑐𝑖𝑓 𝑖𝑐𝑖𝑡𝑦)

as the selection criterion for the best evaluation model,
• The best model achieved 𝑅𝑒𝑐𝑎𝑙𝑙 = 0.652 and 𝑆𝑝𝑒𝑐𝑖𝑓 𝑖𝑐𝑖𝑡𝑦 = 0.659,
• The best model architecture had 3 hidden layers with 8 neurons 
in the first layer, 4 in the second, and 2 in the third,

• The best model was trained on the metrics set MS1,
• The metric used to save the best checkpoint during training was 
F1-Score.

Below, we describe the best outcomes for each criterion.

6.1. Criterion 1: 𝑅𝑒𝑐𝑎𝑙𝑙 > 0.5 ∧ 𝑆𝑝𝑒𝑐𝑖𝑓 𝑖𝑐𝑖𝑡𝑦 > 0.5 and 𝑚𝑎𝑥(𝑅𝑒𝑐𝑎𝑙𝑙 +
𝑆𝑝𝑒𝑐𝑖𝑓 𝑖𝑐𝑖𝑡𝑦)

Table  7 presents the best architectures for each configuration con-
sidering the criterion: 𝑅𝑒𝑐𝑎𝑙𝑙 > 0.5∧𝑆𝑝𝑒𝑐𝑖𝑓 𝑖𝑐𝑖𝑡𝑦 > 0.5 and 𝑚𝑎𝑥(𝑅𝑒𝑐𝑎𝑙𝑙+
𝑆𝑝𝑒𝑐𝑖𝑓 𝑖𝑐𝑖𝑡𝑦). It can be seen that for each configuration, the best ar-
chitecture was obtained using the MS1 metrics set. If configurations 
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Table 7
The best architectures for each configuration considering Criterion 1: 𝑅𝑒𝑐𝑎𝑙𝑙 >
0.5 ∧ 𝑆𝑝𝑒𝑐𝑖𝑓 𝑖𝑐𝑖𝑡𝑦 > 0.5 and 𝑚𝑎𝑥(𝑅𝑒𝑐𝑎𝑙𝑙 + 𝑆𝑝𝑒𝑐𝑖𝑓 𝑖𝑐𝑖𝑡𝑦).
 Conf. Rec. Spec. Sum Arch. Metrics Mon.  
 1 0.652 0.659 1.311 8,4,2 MS1 F1-Score  
 2 0.847 0.587 1.434 8,4,2 MS1 Loss  
 3 0.746 0.807 1.553 64 MS1 Loss  
 4 0.590 0.698 1.288 16 MS1 Loss  
 5 0.863 0.597 1.460 8,4,2 MS1 Loss  
 6 0.753 0.850 1.603 8,4 MS1 Binary accuracy 

1–3 and 4–6 are considered separately, it can be observed that the 
Sum column shows increasing values (1.311, 1.434, 1.553 for 1–3; and 
1.288, 1.460, 1.603). In general, the greater the Sum column, the better 
because the column sums the Recall and Specificity values. It makes 
sense because if we look closer at configurations 1–3 and 4–6, we can 
observe the following patterns:

• Configurations 1–3 and 4–6 are exactly the same, except for the 
Ubuntu distribution in which the vulnerable server runs.

• In terms of detection difficulty, we can distinguish:

– Configurations 1 and 4 are the hardest due to Curl clients 
(which obscure network traffic) and Nginx as the server. 
They most closely mimic the production environment.

– Configurations 2 and 5 are easier than Configurations 1 and 
4 because they do not involve Curl clients.

– Configurations 3 and 6 are the easiest because they do not 
involve Curl clients and run on the OpenSSL s_server
utility instead of Nginx. Configuration 6 is identical to the 
one used to obtain the training dataset. Configuration 3 is 
identical to Configuration 6, except that it runs on Ubuntu 
16.

The Recall and Specificity values for configurations 1 (0.652, 0.659) 
and 4 (0.590, 0.698) indicate that, even in the obscured environment 
in which the evaluation data were collected using a vulnerable Nginx 
server, the proposed solution detected some hidden patterns in the 
collected HPC metrics. Furthermore, the DNN architectures obtained 
are relatively small, given the network’s overall number of neurons. 
All architectures have at most 16 neurons, except the architecture for 
Configuration 3 (64 neurons in the hidden layers). It is worth noting 
that the highest number of neurons we tested was 224 (3 hidden layers: 
128, 64, 32). For this reason, it can be inferred that a complex, dense 
architecture is unnecessary for this type of detection problem. One 
additional point to note is the last column, where most of the best 
models were obtained for loss function monitoring during the training 
phase (except for configurations 1 and 6).

6.2. Criterion 2: 𝑅𝑒𝑐𝑎𝑙𝑙 > 0.5 ∧ 𝑆𝑝𝑒𝑐𝑖𝑓 𝑖𝑐𝑖𝑡𝑦 > 0.5 and 𝑚𝑎𝑥(𝑅𝑒𝑐𝑎𝑙𝑙)

Table  8 presents the best architectures for each configuration con-
sidering the criterion: 𝑅𝑒𝑐𝑎𝑙𝑙 > 0.5∧𝑆𝑝𝑒𝑐𝑖𝑓 𝑖𝑐𝑖𝑡𝑦 > 0.5 and 𝑚𝑎𝑥(𝑅𝑒𝑐𝑎𝑙𝑙). 
The criterion provides both values (Recall and Specificity) to be greater 
than 0.5 and maximizes the value of Recall. The second and fifth rows 
are the same as in Table  7, which means that for configurations 2 
and 5, no better Recall (with Specificity greater than 0.5) was present. 
However, other configurations (1, 3, 4, 6) had new representatives 
that achieved Recall values greater than in Table  7. With higher Recall 
values, there is a clear trade-off: a decrease in Specificity. In addition, 
the best models for configurations 3 and 6 were trained on the MS2 set 
of metrics. The number of neurons in hidden layers is still relatively 
small (as in Table  7). Similarly to Table  7, the Loss function prevails.



T. Główka et al. Engineering Applications of Artiϧcial Intelligence 185 (2026) 116519 
Table 8
The best architectures for each configuration, considering Criterion 2: 𝑅𝑒𝑐𝑎𝑙𝑙 >
0.5 ∧ 𝑆𝑝𝑒𝑐𝑖𝑓 𝑖𝑐𝑖𝑡𝑦 > 0.5 and 𝑚𝑎𝑥(𝑅𝑒𝑐𝑎𝑙𝑙).
 Conf. Rec. Spec. Sum Arch. Metrics Mon.  
 1 0.689 0.545 1.235 32 MS1 Loss  
 2 0.847 0.587 1.434 8,4,2 MS1 Loss  
 3 0.809 0.551 1.360 8 MS2 F1-Score  
 4 0.675 0.514 1.189 8,4 MS1 Binary accuracy 
 5 0.863 0.597 1.460 8,4,2 MS1 Loss  
 6 0.825 0.509 1.334 8 MS2 Loss  

Table 9
The best architectures for each configuration considering Criterion 3: 𝑅𝑒𝑐𝑎𝑙𝑙 >
0.5 ∧ 𝑆𝑝𝑒𝑐𝑖𝑓 𝑖𝑐𝑖𝑡𝑦 > 0.5 and 𝑚𝑎𝑥(𝑆𝑝𝑒𝑐𝑖𝑓 𝑖𝑐𝑖𝑡𝑦).
 Conf. Rec. Spec. Sum Arch. Metrics Mon.  
 1 0.517 0.765 1.282 8,4,2 MS1 Recall 
 2 0.523 0.807 1.330 16,8,4 MS1 Recall 
 3 0.628 0.900 1.527 128,64,32 MS1 Loss  
 4 0.538 0.737 1.275 8 MS1 Recall 
 5 0.515 0.804 1.319 16,8,4 MS1 Recall 
 6 0.539 0.876 1.415 32,16,8 MS1 Loss  

Table 10
The best architectures for each configuration, considering Criterion 4: 
𝑚𝑎𝑥(𝑅𝑒𝑐𝑎𝑙𝑙 + 𝑆𝑝𝑒𝑐𝑖𝑓 𝑖𝑐𝑖𝑡𝑦).
 Conf. Rec. Spec. Sum Arch. Metrics Mon.  
 1 0.652 0.659 1.311 8,4,2 MS1 F1-score  
 2 0.847 0.587 1.434 8,4,2 MS1 Loss  
 3 0.746 0.807 1.553 64 MS1 Loss  
 4 0.590 0.698 1.288 16 MS1 Loss  
 5 0.863 0.597 1.460 8,4,2 MS1 Loss  
 6 0.753 0.850 1.603 8,4 MS1 Binary accuracy 

6.3. Criterion 3: 𝑅𝑒𝑐𝑎𝑙𝑙 > 0.5 ∧ 𝑆𝑝𝑒𝑐𝑖𝑓 𝑖𝑐𝑖𝑡𝑦 > 0.5 and 𝑚𝑎𝑥(𝑆𝑝𝑒𝑐𝑖𝑓 𝑖𝑐𝑖𝑡𝑦)

Table  9 is analogous to Table  8 and presents the best architec-
tures for each configuration considering the criterion: 𝑅𝑒𝑐𝑎𝑙𝑙 > 0.5 ∧
𝑆𝑝𝑒𝑐𝑖𝑓 𝑖𝑐𝑖𝑡𝑦 > 0.5 and 𝑚𝑎𝑥(𝑆𝑝𝑒𝑐𝑖𝑓 𝑖𝑐𝑖𝑡𝑦). Specificity values are much 
higher than Recall values, as expected given the criterion. The highest 
Specificity was 0.9 for Configuration 3. Interestingly, maximizing Speci-
ficity increased the number of neurons in the hidden layers. Moreover, 
the Recall monitoring metric (last column) was the most frequent for 
the criterion.

6.4. Criterion 4: 𝑚𝑎𝑥(𝑅𝑒𝑐𝑎𝑙𝑙 + 𝑆𝑝𝑒𝑐𝑖𝑓 𝑖𝑐𝑖𝑡𝑦)

Table  10 presents the best architectures for each configuration 
considering the criterion: 𝑚𝑎𝑥(𝑅𝑒𝑐𝑎𝑙𝑙 + 𝑆𝑝𝑒𝑐𝑖𝑓 𝑖𝑐𝑖𝑡𝑦). The values are 
the same as in Table  7, which means that there was no single model 
that would have a greater sum of Recall and Specificity with Recall or 
Specificity less than half (e.g., Recall = 0.99, Specificity = 0.49). The 
number of neurons in the hidden layers was relatively small across most 
configurations.

6.5. Criterion 5: 𝑚𝑎𝑥(𝑅𝑒𝑐𝑎𝑙𝑙)

Table  11 presents the best architectures for each configuration 
considering the criterion: 𝑚𝑎𝑥(𝑅𝑒𝑐𝑎𝑙𝑙). In contrast to the previous table, 
the results are not the same as in Table  8. However, the values for 
Configuration 5 are the same as in Tables  7 and 8. The Recall column 
values are very high for the criterion (0.922, 0.926, 0.964, 0.869, 
0.863, 0.961), but the Specificity decreased dramatically (0.201, 0.317, 
0.189, 0.235, 0.597, 0.181). Interestingly, all except Configuration 5 
used the MS2 set of metrics. The number of neurons in the hidden layers 
was also higher (16, 8, 4 for all configurations except 5) than for the 
previous criteria.
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Table 11
The best architectures for each configuration, considering Criterion 5: 
𝑚𝑎𝑥(𝑅𝑒𝑐𝑎𝑙𝑙).
 Conf. Rec. Spec. Sum Arch. Metrics Mon. 
 1 0.922 0.201 1.123 16,8,4 MS2 Loss  
 2 0.926 0.317 1.242 16,8,4 MS2 Loss  
 3 0.964 0.189 1.153 16,8,4 MS2 Loss  
 4 0.869 0.235 1.104 16,8,4 MS2 Loss  
 5 0.863 0.597 1.460 8,4,2 MS1 Loss  
 6 0.961 0.181 1.141 16,8,4 MS2 Loss  

Table 12
The best architectures for each configuration, considering Criterion 6: 
𝑚𝑎𝑥(𝑆𝑝𝑒𝑐𝑖𝑓 𝑖𝑐𝑖𝑡𝑦).
 Conf. Rec. Spec. Sum Arch. Metrics Mon.  
 1 0.314 0.901 1.215 8,4,2 MS1 Precision 
 2 0.252 0.903 1.155 8,4,2 MS1 Precision 
 3 0.628 0.900 1.527 128,64,32 MS1 Loss  
 4 0.247 0.892 1.139 8,4,2 MS1 Precision 
 5 0.139 0.917 1.056 8,4 MS1 Precision 
 6 0.539 0.876 1.415 32,16,8 MS1 Loss  

6.6. Criterion 6: 𝑚𝑎𝑥(𝑆𝑝𝑒𝑐𝑖𝑓 𝑖𝑐𝑖𝑡𝑦)

Table  12 presents the best architectures for each configuration 
considering the criterion: 𝑚𝑎𝑥(𝑆𝑝𝑒𝑐𝑖𝑓 𝑖𝑐𝑖𝑡𝑦). This time, the best models 
for configurations 3 and 6 are the same as in Table  9. Similarly to 
Table  11, the Specificity values are very high (0.901, 0.903, 0.900, 
0.892, 0.917, 0.876), whereas the Recall values decreased dramatically 
(0.314, 0.252, 0.628, 0.247, 0.139, 0.539). The last column presents 
Precision as the main monitoring metric during the training phase. The 
number of neurons in the hidden layers was relatively small across most 
configurations.

6.7. Baseline comparison

To validate the choice of DNN architecture, Table  13 and Fig.  5 
compare the best DNN result according to Criterion 4 against three 
classical machine learning baselines across all six evaluation configu-
rations. All baseline values in Table  13 (except XGB in configuration 
5) come from MS1 (MS1 outperforms MS2 in baselines with regard to 
Criterion 4). The DNN achieves the highest 𝑅𝑒𝑐𝑎𝑙𝑙 + 𝑆𝑝𝑒𝑐𝑖𝑓 𝑖𝑐𝑖𝑡𝑦 sum 
in every configuration, confirming that the additional complexity of 
the proposed DNN architecture search is justified relative to simpler 
alternatives.

6.8. Feature importance analysis

To assess whether the MS1 metric set could be reduced without 
substantial detection loss, we conducted a feature importance analysis 
using the XGBoost classifier (similar to Devan and Khare, 2020). This 
analysis was conducted exclusively for MS1, as it consistently outper-
formed MS2 in the evaluated criteria, making it a more relevant set of 
metrics to refine for practical deployment. Moreover, the analysis was 
confined to Configuration 6, as it is the only evaluation configuration 
that exactly replicates the training environment, ensuring that the 
resulting ranking reflects a genuine Heartbleed-related signal rather 
than additional environment noise present in the other configurations.

The classifier ranked the MS1 features as follows, from most to 
least important: context-switches, branches, cycles, cpu-clock, task-
clock, instructions, branch-misses, dTLB-load-misses, cache-references, 
cache-misses, L1-dcache-load-misses, minor-faults, major-faults. Next, 
we retrained the best architecture identified for Configuration 6 (Table 
7: two hidden layers with 8 and 4 neurons, MS1 metric set, binary accu-
racy monitored) on progressively reduced subset of features, removing 
the least important features one at a time. Performance remained close 
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Table 13
Comparison of the best DNN architecture with ML baselines.
 Conf. DNN LogReg RF XGB

 Rec Spec Sum Rec Spec Sum Rec Spec Sum Rec Spec Sum  
 1 0.652 0.659 1.311 0.659 0.650 1.309 0.616 0.571 1.187 0.265 0.839 1.104 
 2 0.847 0.587 1.434 0.727 0.555 1.282 0.613 0.553 1.166 0.247 0.851 1.098 
 3 0.746 0.807 1.553 0.783 0.696 1.479 0.790 0.739 1.529 0.740 0.749 1.489 
 4 0.590 0.698 1.288 0.616 0.660 1.276 0.508 0.626 1.134 0.217 0.806 1.023 
 5 0.863 0.597 1.460 0.885 0.537 1.422 0.287 0.788 1.075 0.596 0.467 1.063 
 6 0.753 0.850 1.603 0.800 0.676 1.476 0.789 0.665 1.454 0.729 0.805 1.534 
Fig. 5. Comparison of 𝑅𝑒𝑐𝑎𝑙𝑙 + 𝑆𝑝𝑒𝑐𝑖𝑓 𝑖𝑐𝑖𝑡𝑦 values for the best DNN architecture and the best classical ML baselines.
to the full-feature baseline (Recall = 0.753, Specificity = 0.850) until 
only a single feature (context-switches) remained, at which point Recall 
and Specificity dropped substantially to 0.406 and 0.628, respectively. 
With the two most important features retained (context-switches and 
branches), Recall and Specificity were 0.738 and 0.857, suggesting 
MS1 could be reduced from 13 to 2 counters without substantial 
performance loss.

6.9. Discussion and limitations

While this feature reduction demonstrates that the underlying sig-
nal can be compressed to two core counters for known execution 
states, the full-feature DNN remains critical for practical deployment. 
In unknown or evolving server environments, the specific counters that 
capture exploit signatures may shift; the DNN’s value lies in its struc-
tural capacity to dynamically adapt and discover latent correlations 
across the entire counter spectrum, without requiring repeated manual 
feature-engineering re-runs by human experts.

The results presented must be carefully considered: a Recall range of 
0.590–0.753 implies that between 25% and 41% of Heartbleed attacks 
would go undetected in the current form, which is too low to be con-
sidered as a standalone deployment as a production IDS. The proposed 
solution is best characterized as a proof-of-concept demonstrating the 
feasibility of HPC-based, non-intrusive TLS attack detection, with the 
results identifying the key challenges to be solved before practical 
deployment.

As can be observed from the presented results, the MS1 set of 
metrics prevailed over MS2, except Table  11 - 5 of 6 rows in Table  11 
refer to MS2. It can be concluded that MS1 is more suitable for the given 
detection problem. The supremacy of the MS1 set can be attributed to 
the training sample count (see Table  5). The total number of training 
samples for the MS1 set was 145,318, and for the MS2 set, 103,215. 
The dominance of MS1 over MS2 also provides evidence that a holistic 
approach outperforms cache-only counters for Heartbleed detection. 
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This may happen because Heartbleed’s primary observable signature 
involves not only cache behavior but also other patterns, such as cycle 
or instruction counts triggered by the buffer over-read operation.

Furthermore, it can be observed that monitoring Loss was the most 
frequent value in the last column, making it the best choice candidate 
for the given attack detection problem. In terms of architecture, the 
results indicate that a simple architecture involving fewer neurons is 
sufficient. Most of the time, fewer than or equal to 16 neurons were 
sufficient to balance the Recall and Specificity values, i.e., to maximize 
their sum and have their values as close as possible to each other.

The results obtained, although promising for some configurations, 
are still too poor to be considered production-ready. We believe that 
several improvements could increase the overall detection rate, and we 
discuss these here.

First, the training environment could be configured to more closely 
mimic the production environment. The training environment that we 
used diverged from the real-world client–server setup for TLS commu-
nication. As mentioned in Section 5.1, the training environment ran 
on one machine (both client and server), without obscuring network 
traffic, and the vulnerable server was based solely on OpenSSL (no Ng-
inx). The proposed training environment undoubtedly has advantages 
in training dataset collection time (it is faster) and setup difficulty (it 
is much easier to set up the client and server on the same machine). 
However, the evaluation of the models in a more sophisticated envi-
ronment (Configuration 1, Recall = 0.652, Specificity = 0.659, and 
Configuration 4, Recall = 0.590, Specificity = 0.698) turned out to 
be significantly worse than the results obtained from model evaluation 
in the environment used to collect the training dataset (Configuration 
6, Recall = 0.753, Specificity = 0.850). The performance degradation 
observed in Nginx-based configurations likely reflects a fundamental 
mismatch between the HPC profile and the configuration. Nginx oper-
ates a multi-process worker pool model, whereas the training environ-
ment used OpenSSL simple s_server utility. Even when processing 
identical TLS traffic, the different execution contexts and process archi-
tectures produce distinct HPC distributions. This training-distribution 
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mismatch is a known challenge for side-channel-based classifiers and 
represents a concrete target for environment-aware training in future 
work.

Second, the number of training samples could be higher (for ex-
ample, the authors of Mushtaq et al. (2018) used 1 million training 
samples). A larger number of training samples could improve the 
pattern recognition ability of the proposed models. Notably, the DNN 
already outperforms all baselines at the current dataset size; a larger 
dataset may further widen this gap, particularly relative to Logistic 
Regression, whose linear decision boundary has limited capacity to im-
prove with additional data. On the other hand, it could also introduce 
issues such as increased time and computational costs. The size of the 
training dataset does not guarantee better model performance. The data 
must also be versatile and unbiased; hence, the training environment 
and scenarios would also be reconsidered.

Third, the proposed HPCs used in the MS1 and MS2 sets could not 
be optimal. Modern CPUs expose many performance counters; e.g., the 
Intel Lion Cove Performance Core exposes 309 of them (Intel, 2026). 
Moreover, the Linux kernel exposes software-based performance events 
even if no hardware support is available (man7.org, 2026). A detailed 
investigation of them would be necessary to choose the optimal subset 
for the Heartbleed attack detection problem.

Fourth, the HPC time series carries an implicit temporal structure 
(samples collected at fixed intervals), which feedforward DNNs do not 
explicitly model. Other architectures, such as LSTMs or 1D-CNNs, may 
better capture sequential attack signatures, for example, the temporal 
evolution of cache-related operations during a Heartbleed exploit. The 
present study uses feedforward DNNs; exploring sequential models is a 
concrete direction for future work.

Fifth, the reported results are from a single test run per model setup. 
Different model architectures produced noticeably different results, 
which means choosing the right architecture is important and not 
straightforward. The test datasets were also quite small, because they 
were designed to resemble the amount of data seen in a typical real user 
session rather than a large artificially generated dataset. Because the 
experiments were run only once and with limited data, the results are 
less statistically reliable than they would be with larger, repeated stud-
ies. Future work should improve confidence by running experiments 
multiple times (e.g., using cross-validation) and by collecting more data 
and using larger datasets.

Finally, we acknowledge that the dominance of ‘‘context-switches’’ 
in our feature importance analysis is likely a byproduct of the local 
loopback scheduling in our training environment. We caution that this 
feature may be less indicative of Heartbleed in distributed, network-
separated environments, and advise future research to employ diverse 
cross-machine training data to mitigate such environmental overfitting.

The last part of the discussion focuses on the utility of the pro-
posed solution. The Heartbleed vulnerability is exceptionally difficult 
to detect via HPC due to the overhead of surrounding TLS proto-
col operations. Despite this, the framework offers practical deploy-
ment scenarios in legacy systems where vulnerable TLS implemen-
tations remain in use, and network packet inspection is infeasible 
(e.g., end-to-end encrypted environments). The relatively low false-
positive rate observed in the best configurations makes the system 
suitable as a supplementary alert mechanism within a layered security 
architecture, where it would not overwhelm security analysts with 
false alarms. Integration of the proposed solution requires only that 
the server process be launched under perf stat control — no ker-
nel modifications, application code changes, or network sensors are 
needed. The perf tool is a standard Linux utility (man7.org, 2025) with 
well-characterized overhead and is generally considered acceptable 
for production monitoring purposes. Moreover, the proposed solution 
is intentionally attack-specific. Effective HPC-based detection requires 
targeted counter selection and a dedicated training dataset tuned to 
the expected HPC patterns of the target vulnerability. We believe the 
proposed framework can serve as a reusable template for building 
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attack-specific HPC detectors. The methodology presented here (non-
intrusive collection, correlation-based labeling, and systematic DNN 
architecture search) is transferable to other vulnerabilities, even if the 
specific counters and trained models are not. Adapting the framework 
to detect different TLS- or memory-related attacks would require re-
peating the counter selection and dataset collection phases, with the 
expectation of discovering new attack patterns.

6.10. Comparison with previous work

The best candidate to compare our results with is (Torres and Liu, 
2016), described in Section 3, because the authors used a custom 
testbed and trained a machine learning model (SVM) on 12 hardware 
events. However, they presented detection accuracy, whereas we pre-
sented Recall and Specificity. Moreover, we do not know the exact 
numbers of good and bad requests for their detection accuracy. Their 
results yield 92.8% for the 2-class SVM and 70.88% for the 1-class SVM. 
To make the comparison reasonable, we use results for Configuration 
6, ensuring that the training and test samples share the same sources 
(as in Torres and Liu, 2016). We achieved the best accuracy of 82.52% 
(not mentioned earlier in the article, as our research is based on Recall 
and Specificity).

A second relevant comparison is with Berbecaru and Giannuzzi 
(2024), which applied an autoencoder to Heartbleed detection using 
a custom testbed and achieved 88% balanced accuracy. Our best result 
for Configuration 6 — the setup most comparable to Berbecaru and 
Giannuzzi (2024) in terms of matching training and evaluation environ-
ments — yields 82.52% accuracy. This suggests that the feedforward 
DNN approach does not outperform the autoencoder results reported 
in prior work, further motivating the exploration of alternative archi-
tectures and improved training environments discussed above. We note 
that direct comparison is limited by differences in testbed design, traffic 
generation, and overall evaluation methodology.

7. Conclusion

Detecting attacks using HPCs in complex cryptographic protocols 
such as TLS is undoubtedly challenging. The cryptographic protocols 
consist of various building blocks, including hash functions, public 
key cryptography, symmetric encryption, and message authentication 
codes, which obscure potential side-channel characteristics that could 
be used to detect the attack.

In this paper, we presented a non-intrusive detection framework 
that combines HPCs with a DNN to detect the Heartbleed attack. The 
experiment demonstrated that HPCs revealed hidden patterns that a 
carefully selected DNN model could discover. The proposed solution 
achieved (depending on the evaluation environment) a wide range of 
detection rates, from Recall = 0.590 and Specificity = 0.698 up to 
Recall = 0.753 and Specificity = 0.850.

While baseline models like Logistic Regression show competitive 
performance in stable environments, the DNN framework demonstrates 
higher adaptability to non-linear shifts in HPC patterns. The DNN pro-
vides a unified pipeline that does not require expert manual selection 
of counters (e.g., choosing between 2 and 13 features), which is a 
significant practical advantage for security administrators deploying it 
across heterogeneous hardware setups.

Several directions for future work emerge from the present study. 
First, improving generalization by configuring the training environment 
to better mirror real-world deployment conditions. On the detection 
side, tuning DNN model parameters is a reasonable approach to opti-
mize Recall-Specificity results. Next, extending the experimental setup 
by introducing larger, more diverse datasets would strengthen the 
statistical confidence of the results. Finally, given the temporal nature 
of HPCs, investigating different model architectures, such as LSTMs 
or 1D-CNNs, could dramatically improve the overall detection rate. 
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Moreover, the plan for future work is to focus on exploiting side-
channels in Post-Quantum Cryptography (PQC) algorithms used in the 
TLS protocol. Given the latest enhancements and the field’s growing 
popularity, there is a need for a thorough analysis of PQC from a side-
channel perspective. In addition, the National Institute of Standards and 
Technology (NIST) (NIST, 2026) standardized PQC algorithms that we 
plan to investigate in future research.
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